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Introduction

e Internet traffic measurement

— Monitoring trends, accounting, network planning,
and anomaly traffic detection
— General Internet traffic monitoring methods
» Simple packet- or byte-counting: SNMP
» Passive traffic measurement: e.g., tcpdump

* Flow-level traffic measurement approach
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— E.g., Cisco NetFlow
— Less overhead
— Easy deployment

— IETF IP Flow Information eXport (IPFIX)
standard
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Motivation

» Examine the feasibility of IPFIX-based
traffic measurement methods
— IPFIX enables various traffic monitoring
applications suitable for IPv6 flows, QoS,
and intrusion detection
» Few studies on IPv6 traffic measurement
with IPFIX
— Cisco NetFlow v9: only covers IPv6 basic
flows
— However, ICMPv6 as well as IPv6 extension
headers are important for traffic monitoring

* E.g., IPv6 anomaly traffic and mobile IPv6
traffic
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Contribution

* Propose IPFIX templates for
monitoring

1. anomaly IPv6 traffic that are
exploiting ICMPv6 and IPv6 extension
headers

2. mobile IPv6 traffic with mobility
headers

» Experiences with IPFIX-based IPv6
Cones graffic monitoring = ‘




IP Flow Information eXport
(IPFIX)

» Popular flow-level traffic
measurement

— Cisco NetFlow v5 iIn IPv4 networks

 |[ETF IPFIX standard
—Based on Cisco NetFlow v9

— Flexible and extensible template
» Supports IPv6, MPLS and multicast

—Rel1able transport protocols
« SCTP, TCP
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IPFIX Flow Example

Template Data

Options Option Data
FlowSet FlowSet Template FlowSet FlowSet
(1 Template) (3 Flow Data Reords; (1 Template) (2 options Data Records)
Ver = 10 MLessatQ: SRC IPV6 Addr DST IPv6 Addr Src port | Pkt # | Bytes #
eng
2001:220:804:120::2 2001:220:804:20::6 80 5009 5344385
Export Timestanp 2001:220:804:20::3 2001:220:804:11::1 22 748 388934
Sequence Number
FlowSet ID =
Source 1D 6 Length = 92 FlowSet ID = 1 Length = 24
Template 1D 257 Opt Scope Length = 4
2001:220:804:120: :2 : R -
Option Length = 8 Source 1D=TBD
FlowSet ID = 0 Length = 28 bytes P 9
" Scope 1 TOTAL_EXP_PKTS
Template 1D 256 Field Count = 5 o
enplate teld Coum 2001:220:804:20::6 Field Length = 4 _SENT=41
1PV6_SRC_ADDR = 27 Field Length = 16
80 Field Length = 2 TOTAL_FLOWS_EXP=42
1PV6_DST_ADDR = 28 Field Length = 16
5009 Field Length = 2 Padding
L4_SRC_PORT= 7 Field Length = 4
IN_PKTS = 2 Field Length = 4 5344385 Line Card ID IPFIX msg Export Flow
IN_BYTES = 1 Field Length = 4 2001:220:804:20::3 Line Card 1 345 10201
Line Card 2 690 20402
2001:220:804:11::1 Flowset 1D = 257 | Length = 20
2 1
748 345 | 10201
388934 2
x IeCOMMt 2807ty rorkkhop b
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Measurement of Basic IPv6 Flows

* An (basic) IPv6 flow

— A set of IPv6 packets sharing 5-tuples of
(src IP addr, src port, dst IP addr, dst
port, next header) within a timeout

» Generally, IPv6 flow-level measurement
iIs similar with IPv4

— Cisco NetFlow v9

* However, IPv6 extension header and
ICMPv6 1nformation are ignored
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An IPFIX Template for Basic
IPv6 Flows

Version=10 | Length = Total Length
Export Time
Sequence Number
Source ID
Set ID Length
Template ID = 256 Field Count = 10
0| Src IPv6 addr = 27 Field Length = 16
0| dstIPv6 addr = 28 Field Length = 16
0 L4SrcPort = 7 Field Length =4
0 L4Dstport = 11 Field Length =4
0| Next Header = 193 Field Length =4
0 FlowLabel = 31 Field Length =4
0 First time = 22 Field Length =4
0 Last time = 21 Field Length =4
0| OctetDeltaCount =1 Field Length =4
0| packetDeltaCount = 2 Field Length =4
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Measurement of Extended IPv6
Flows with New IPFIX Templates

o Extended IPv6 flows
— IPv6 extension headers (EH) or ICMPv6

e Why important ?
—Various normal usages of IPv6 EH and
1CMPV6
 IPv6-specific features such as address auto-
configuration, router advertisement, MIPv6
— IPv6 anomaly traffic exploiting
* IPv6 EH
* ICMPV6
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IPv6 EH-related Anomaly
Traffic

o Attack hosts under address auto-
configuration
— ICMPv6 NS/NA messages are exploited

— The Hackers ® Choice Attack Tool
(http://thc.segfault.net ) in 2006

—Known vulnerability in IPv6

* IETF Secure Neighbor Discovery (SEND) is not
fully deployed

« IPv6 routing header vulnerability
—DoS attack at Cisco 10S reported in 2007
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http://thc.segfault.net

IPv6 EH-related Anomaly
Traffic (cont ™ d)

» Covert channels
— Secret communication path
—Popular in IPv4
« IPv6 covert channels with IPv6 EH

—T. Graf, Messaging over IPv6 Destination
Options, 2003

—N. B. Lucena et al., Covert Channels in
IPv6, 2005
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How Can We Monitor Extended
IPv6 Traffic ?

» Define new IPFIX templates with the
following information elements

— ICMPv6 NS/NA-related information

* (src MAC addr, dst MAC addr, target IPv6
addr)

— IPv6 extension header information
» (IPv6 extension header flag)
—Mobile IPv6 information
« (Mobile IPv6 BU/BA)
* (Tunneled IPv6 flows)
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IPFIX Template for ICMPv6 NS/NA

Set 1D Length « ICMPV6 NS/NA
Template ID = 301 Field Count = 12 _ _
o] srcIPv6 addr = 27 Field Length = 16 — (icmp code, icmp
0| dst IPv6 addr = 28 Field Length = 16 type, src MAC addr,
0 Next Header = 193 Field Length =4 dSt MAC addr s target
0 First time = 22 Field Length =4
0 Last time = 21 Field Length =4 I PV6 add r)
0| OctetDeltaCount =1 Field Length =4
0| packetDeltaCount = 2 Field Length =4
0| icmpTypelPv6 = 178 Field Length =4 ° Usage
0| icmpCodelPv6 = 179 Field Length =4 — DAD in |PV6 auto
0 srcMacAddr = 56 Field Length =6 - -
0 dstMacAddr = 80 Field Length =6 Confl gU ration
0| TargetlPv6addr = 200 Field Length = 16 — Attack known as
““new-dos-1Pv6~~
fDN'.ub.__, SIGCOMM 2007 IPv6 Workshop 13
IPFIX Template for IPv6 EH
* IPv6 EH
Set ID Length — (f | ag)
Template ID = 303 Field Count = 12
0 Src IPv6 addr = 27 Field Length = 16
0 dst IPv6 addr = 28 Field Length = 16 ° Usage
0 L4SrcPort = 7 Field Length =4
o]  L4pstPort =11 Field Length = 4 — Various in normal
0 Next Header = 193 Field Length =4 e E. g., MIPV6
0 TrafficClass = 5 Field Length =4
0 FirstTime = 22 Field Length =4
0 LastTime = 21 Field Length =4 _ Anomaly
0| IPv6ExtensionHeaders = 64 Field Length =4
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* E.g., covert channel
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Set ID

Length

Template ID = 257

Field Count = 12

Fields for basic IPv6

IPFIX Template for MIPv6

e BU/BA in MIPv6
— Handover signal
— (BU/BA, CoA, HAA,

HoA, SEQ)
0 MIPv6MsgType = 200 Field Length =4
0 MIPV6CoA = 201 Field Length = 16
0 MIPv6HAAddr = 202 Field Length = 16 °
0| MIPv6HomeAddr = 203 Field Length = 16 Usages
0 [ MIPv6MsgSegNum = 204 Field Length =4 _ Tracki ng handover

events in MIPv6

— Computing handover
latency
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IPFIX Template for MIPV6
(cont 7 d)

e Tunneled IPv6 flow
— in MIPv6 without RO

— (tunnel src addr,
tunnel dst addr,

Set ID Length
Template ID = 258 Field Count = 12

Fields for basic IPv6

proto)
0 [ IPv6TunnelSrcAddr = 300 Field Length = 16
0 [ IPv6TunnelDstAddr = 301 Field Length = 16
0 TunnelProto = 302 Field Length =4
* Usage

— Computing user-
perceived handover
latency in MIPv6

SIGCOMM 2007 IPv6 Workshop 16
DMLk, '




Experiments

e IPv6/MIPV6 network testbed
— Linux PC routers/hosts with 802.11g cards
— Software
o MIPV6: MIPL v2.0
e IPFIX probe: modified nProbe

« IPFIX flow collector/analyzer: our implementation and
modification

— WinlIPFIX for detecting anomaly IPv6 traffic
— Nfsen, RRD for MIPv6 flow

» Test traffic
— iPerf, DVTS for video streaming
— Anomaly traffic

¢ THC: new-dos-attack
¢ IPv6 covert channel

SIGCOMM 2007 IPv6 Workshop 17
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Experimental Environment

IPV6/MIPV6 Traffic Monitoring Server
@ with IPFIX Collector
P06 1Pve Pv6 A “\
Hosty Hostz - A \
! \
/ 1
< TPve (m— - Ao
< > P [
| | /

IPV6/MIPV6 ARL
wiith IPFIX
Exporter

IPV6/MIPV6 AR3
with IPFIX

~/-.__IPVE/MIPVE AR2
with JPFIX Exporter’
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IPv6 Anomaly Traffic: new-dos-

1PV6

IPFIX IPV6 IPv6
Collector Host, Host;
& . 1)) &

S “ S S
| v —mm--—---o- fooimmmmmmmmmmmmm - 4--4--
VYY) I

IPFIX flows \ 1. NS 2. Attacker
| ICMP type = 135 Answer to every NS with NA
Src = :: (unspecified)
Dst = All-nodes Multicast Addr
IPV6 Query = Who-has IPv6 Addrl ?
AR
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Results — detecting IPv6 EH
traffic including covert
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Results — MIPv6 flows

TCP: iperf
UDP: DVTS

CN

IPFIX Collector
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Results — handover
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Conclusion

* Propose new IPFIX templates for detailed
IPv6 traffic analysis

— Detect anomaly IPv6 traffic
- E.g., ICMPv6 or IPv6 EH

— Capture handover events and compute user-
perceived handover performance in mobile IPv6
networks

* Issues

— Computation overhead with various templates at
routers

— Packet sampling
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