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Ethernet Dependability.

Ethernet Is used for
mission; critical
applications

n Factory autemation
n Hospitals

n Stock market

n .

Redundancy for fault
tolerance &uy




Ethernet Failures

Ethernet outages happeni in real life
n Difficult to troubleshoot
Local failuress havernetwoerk-wide: effects

n Ethernet Meltdown at a Boston Hospital
(Boston Globe 11/26/02)
3! days; ofi disruption te network operation
Eix: Redundancy was eliminated!

Redundancy paradex

Proposed Solution: EtherkFuse

INew: tyjpe ofi device

that cani be inserted

Into existing Ethernet
Ifransparent

Mitigates effects of
fallures

Saiely allews for
redundancy

EtherFuse




EtherFuse: An Ethernet Watchdog

Expedites Ethernet’'s convergence time
Detects and' shuts dewn ferwarding leeps
Avoids Ethernet’s packet misforwarding

More generall and addresses problems not
handled by: ether selutions

n Cisco’s LLoop Guard

n UniDirectionall Link Protocel (UDLP)

n RSTPR with Epoechs

Outline

Ethernet’s slow convergence time
Forwarding loops in Ethernet

Packet mistorwarding in Ethernet
Evaluating the effectiveness of EtherFuse
Conclusions




Outline

Ethernet’s slow convergence time
n Background

n Cause of slow’ convergence

a Mitigation using Etherkuse

Forwarding loops in Ethernet

Packet misfeorwarding in Ethermet
Evaluatingl the effectiveness of EtherFuse
Conclusions

Redundancy: in Ethernet

Important for fault
tolerance

Pervasive in real
deployments

Introduces loops

AR




Spanning Tree Protocols

Buildiani everlaid leep-free forwarding

topology
n Forwarding topoelogy must be loop; free
Etlhiernet uses; floeding
Ne TTL i Ethernet packets
Packets may persist indefinitely in a leop

Protocols: STP, RSTP, and MSTP

Building The Spanning Tree — An

Example

Elects a bridge as root
ofi the tree

Root
Builds spanning tree
n Bridges participate in a |
distributed! algerithm; by
exchanging protocol
messages

Ports connecting a loop

in physical topology are  \ework of Bridges
blocked

B3 pmmmwth B4




Ethernet Slow Convergence Time

Due to count to infinity in,  Root
RSTP and MSTP
[Myers05, Elmeleegy06]

n Count to Infinity cam occur if:

I there exists a cycle in the
physicall topology.

Cycle Is partitioned from the
root

The Count-to-Infinity: Behavior

Bridge(s) cache stale path(s) to m
the retired root ‘
Stale protoecol messages spin Root path cost = 6C

around! a'loop i Message age = 3

n The following fields in the =

message are incremented at Ji
every hop r?:Eoot path cost = 3£

Message age = 1
Root path cost oS

message age

Message! Is| droppediwiien
message age reaches MaxAge 4
Link cost ! E—
Root path cost =400

MaxAge = 20 Message age = 20 >




EtherFuse Placement

One per physicall loop

5 % o
2

oo
ol ol

EtherFuse: Handling
Count to Infinity.

Detection:

n 2 CONSecutive spanning| tree protocol
MESSages anneunceing Increasing cost to the
same root

Mitigation:
n Increase message age to MaxAge for all

protocoll messages until count tos infinity ends
Expedites expiration off stale information




Outline

Eorwarding loeps in Ethermet
n Ilhelr causes and efifects
n Mitigation using Etherkuse

Packet mistorwarding in Ethernet
Evaluating| the effectiveness of EtherFuse
Conclusions

Causes of Forwarding Loops

n Due to failures in the
Spanning tree protocols

Protecol message 10ss

n Network or control CPU
overload

a1 Bugs in bridge’s firmware
n Unidirectionall links

1] —
> Optical link




Causes of Forwarding Loops

n Due tofallures in the spanning
tree protocols

Protocol message loss

n Network or control CPU overload

n Bugs in bridge’s firmware

n Unidirectional links B5
Count-to-infinity: induced
forwarding loops [RSTP, MSTP]
Failures driving the network
outside the spec [STP] B9

B6

MaxAge = 6

Causes of Forwarding Loops

n DUe tofailures i the spanning
tree protocols
Protocol message loss
n Network or contrel CRPU overload
n Bugs in/bridge’s firmware
n Unidirectional links

Ex: Failure of transmitter of
an optical link

Count-to-infinity: induced
forwarding loops [RSTP, MSTP]

Failures driving the network
outside the spec [STP]

MaxAge = 6




Causes of Forwarding Loops

n Due torfailures in the spanning
tree protocols

Protocol message loss 2
n Network or contrel CRPU overload
n Bugs in bridge’s firmware

3
ni Unidirectional links
Count-to-infinity induced
forwarding| loops | B6|

Failures driving|the network
outside the spec

n TEmMporany. or permanent [B9]

MaxAge = 6

Effects ofi Forwarding Loeps

n Dangerous

Frames get trapped in the loop
n Congestion and instability
n Flooding end hosts (broadcast storms)

Packet misferwarding
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EtherFuse: Detecting
Ferwarding Loeps — Key ldea

Perfect loop detection requires gleball view.
off the network state

n a Can't be done by a single device with local
knewledge
Heuristic:

n Duplicates are a good indication of a loop

Forwarding leop &x packets spin around the'leop
to arrve again at the EtherkEuse

EtherFuse: Detecting

Duplicate Packets

Bl
When a new: packet arrives .

at the EtherFuse, its hashiis a7l Ah, that's a
recorded. duplicate..
n CRC used as the hash
When a packet rearrives at

the Etherfuse, its hashi exists

in hash table

n Signals a duplicate

Duplicate detection| not
conclusive of'a loop

n Hash collisions,...




EtherFuse: Detecting
Eorwarding| Loeps

I duplicate is detected
n Send a Prehke

I probe arrives at the
other port
n A loop exists

EtherFuse: Handling
Ferwarding LLeeps

I a loop Is detected
n Cut it
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Outline

Packet mistorwarding| in Ethermet
n Packet ferwarding ini Ethernet
a Mitigation: using Etherkuse

Evaluating| the effectiveness of EtherFuse
Conclusions

Address Learning

Ethernet has flat addressing
n Floeding for address learning

13



Address Learning — An Examnle

Ah, | know
where H1 is at
B1

None ofi the hosts H1 or H2
has/sent any: packets

Host H1 sends its first packet
to H2

H2's/ lecation; unknewn
n Packet flooded

n H1’s location gets known
n Packet arrives at H2

No floeding needed when' HiL
receives a packet

Under normal
operation

Ah, | know

Ah, | know

WAEE ic 2
Ah, | know

where H1 is at
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Ferwarding Table Poellutien

Under a fiorwarding
loop

Hi's packet spinsi the
loop to rearrive at B5
at P4

B5 thinks that Hi is
reachablevia P4

Packets from H2 tor Hi
will'be dropped by B5

H1 cutoff from network

EtherFuse: Handling
Eerwarding Takle Pollutien

After a loop Is detected ﬁ
and cut

n Send a topoelegy: change
message! to flush
Torwarding| tables

= ‘
=
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Outline

Evaluating the effectiveness of EtherFuse
Conclusions

Simulator

Simulates:

n Ethernet’s Rapid Spanningl Tiree Protocol
based on latest IEEE spec for LANs (IEEE
802.1D-2004)

n EtherFuses
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Effects of Count to Infinity on
Convergence Time

Convergence Time

+ EtherFuse
= No EtherFuse

i

T T T
5 6 7 8 9 10 11
Nodes in Complete Graph

Complete graph topologies under count to infinity
33

Experimental Setup

Click modular router
n Software Bridges
n EtherFuse

Run; on Emulalb nodes ! /

Web
Servey

topology
34
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Web Experiments

Server Client

SEerver:

n Apache 2.2
Client:

n 10 requests/s

n 44-Byte requests

n Non-persistent
connection

Example of requests timeline
35

Effects of Count to Infinity on Web
Requests

Response Times Histogram During
Failure

<{0]
Number of ig
Requests 10 O EtherFuse
5 O No EtherFuse
0]
~5ms ~3s ~9s

Response time
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Duplicate Packets
w

Effects of Forwarding Leops on
Welb Reguests

Response Times Histogram During
Failure

50
40
Number of 30
Requests 20 O EtherFuse
%
(0]

~5ms ~-3s S OISiE D) T4

Response time

Count to infinity induced forwarding loop
Background broadcast traffic of 100 KB/s

Effects ofi Multiple Ferwarding
LO0PS

Packet Prolifiration Timeline

—e— EtherFuse
—=— No EtherFuse

© o
<

Time (ms)

Single broadcast (ARP) packet injected into the network

38
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Conclusions

Redundancy in Ethernet
n Important for fault telerance

n Leaves Ethernet vulnerable to spamning tree protoecels
Tallures
Slow convergence
Forwarding loops
Packet misforwarding

EtherEuse

n Salely allowsiiior redundancy.
Substantially mitigates effects of protocol failures

n lransparent
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