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| Nt ernet and Aut ononous
Syst ens

Sprint

* Aut ononous System a
set of routers or

net wor ks under the sane
adm ni stration

*Border routers
exchange routing
updat es via the Border
Gat eway Protocol (BGP)
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I nternet AS topol ogy (the
abstracti on)

N

e About 26k ASes in the Internet, at |east 80k
i nks interconnecting them

“Not hi ng endures but chdss
--Heraclitus, Ancient Gy
22000
. 20000
* The network evolves over time... -

16000

Met growth of ASes

14000
In a time span of 7 12000
years 10000
the network grew in 8902000 2001 2002 2003 2004 2005 2008 2007 2008
SI nor e an

timy study the Evolution o
Topol ogy?

* Enabl es projection of future needs

e Limtations of inter-donmain routing protocols

 Interplay between networking technol ogy, the
resulting topol ogy and the underlyi ng econom c
forces
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Fdool v HHEtdoul cliceiiL . DU
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 BGP is a path-vector protocol
» The collector gathers BGP routing tables +

BGP updat es
v e.g. UCLA
X=AS52 announcing 131.179/16

Inferred
Col | ect or links

Moni t on




ACt1 ve neasurenent:
traceroute

131.179.0.1
r 12.0.0.1 ->Y
131.179.0.2 ->X
131.179.0.1 ->X

— Inferred
"\ 131.179.0.2
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The Li veness Probl em

— BGP path or traceroute probe fromthe nonit
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Ilhe Conpl et eness
Pr obl em
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— link in G The conpl et eness probl em how

l'ink not in gh is G, , mssing fromG,,




LI veness and
Conpl et eness

» Consi der abl e amobunt of previous work
studyi ng the conpl eteness of the observed

t opol ogy

* However up to here, nobody addressed the
| i veness probl em

» Solving conpleteness is difficult ...but

sol vi ng

liveness is a step towards that direction
- e.g. combining G(t)
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Dat a Set s

About 3 years of data fromdifferent sou

» ATT: single BGP nonitor in
AS7018

e Set-54: data from54 nonitors
in 35 Ases present during the
entire neasurement

e All: data fromall nonitors

The Appearance of Links and
Nodes

Cumulative number of links observed

Al'l curves start w exponential growing rate
and settle on a




Starting Tine
| nvar 1 ant

2004-01-01
2004-07-01 -
- 2005-01-01
2005-07-01
2006-01-01

Cumulative number of links

1000

The sane pattern holds for different starting

It should hint at sonething fundanental to
opol ogy observation e

Birth, Death and
Revel at1 on

Suppose we want to estinmate the topol ogy on
a given day:

fulgd | nternet
cunmul ativ + birth
#l i nks

—_—

+ revelation

rogting table

2007/9/1
RBveb@ai lon )
—eness] nbf el PR ES AERTORE TRt ar cet
reveg\ gdnmpy €. 9. updates

—revelation rate is expected to decrease over




Ivouuecl | IIH LG MPPL’MI AUAllv o Ul

Cumulative number of links observed

| 1 nks

* Divide links in three types:
- Visible: links that have been observed
- Invisible: links that cannot be observed by
set of nonitors
- H dden: links possible to observe but have
been reveal ed

e Two sinple assunptions:
- constant birth rate:
b=b, + b,
- uniformrevel ati on probability:
IDt for a small t

e By
#links = W m| )(1 revel ati on of hi dds

l'i nks

birth of new |inks T

| nferring
appear ance

130000

120000 i Lingar mmponcrrgt Parameter Value
it

s Birth rate b 67.3
100000 (day)

20000 |

80000 | Revelation 0.0151
70000 ratel (day1)

el hy-h 11,013
50000 |

40000
30000 -
0




The di sappearance of
| 1 nks and nodes

* Simlar nodel for disappearance:

2(t) :f—r:](l- &™) +dt

Data - - -
Lincarcomaonc’p_l Parameter Value
=it

Death rate d 67.3
(day?)

Revelation 0.0172
ratem(day-?)

fo/m 10,545

Cumulative number of links

Topol ogy vs. transient
routi ng changes

 Each day links appear fromtwo

sour ces:
— b, frombirth
— Ih(t) fromrevel ation

* |If we count all newy discovered

| i nks on day t R -ee——
Death —e
confidence(t):%
+ =
b, +1h(t)fs
§ 180
Need | ong term | -
measur enments to 8 | el
50 ___,...-l -
accurately capture T
Lt | o o | |
02 03 04 05 06 07 OB 09 1
opol ogy changes i B8
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Model validation

Used two i ndepent sources :

* Internet Routing Registry

e Cross verification with
Skitter traceroute data
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Conpari son W | nternet
Regi stry Dat a

l ks

Curmulsdive rurmier ol rew bris olbsssreec
Currasialive rumiser

RF st -
| imwont i haRiT R

Lo -] 200 300 10 50 B
sar ol daws pincs Aed B 200

Regi stry data shows |inear trend over tine
consi stent with our assunptions of |inear |ink

veritfication w SKitter
traceroute data

 About 20 nonitors arround the gl obe
e Fixed destination |ist of about 970, 000 |IP ac

Gumiatue rirhed of Bnie sloanm e

el

Lifugd# &Sm0l
i

B Lo

L

Shape simlar to BGP data, but sone

Traceroute is slow in discovering hidden |inks|c
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AS connectivity inference from
traceroute

. .0.0. _ ,18.0/16
131.179/16 @y (RIS 0 % :

131.179.0.2

A— A—C—C

Path A-B-C will be wongly inferred as A-

* We contacted 20 I SPs for which Skitter report
observed in BGP, but only 4% of these Iinks wer:
by the operators

[ previsouly reported in sigconm 03 Mao et all.’
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More Accurate View of the
Topol ogy

Number of valid links

» Static view the |iveness-
conpl et eness tradeoff in building
t opol ogy snapshots

About t he nodel

* It’s mainly descriptive and not
derived fromfirst principles;
ot her nodels may also fit the
data wel

e It’s sinple but works well

— The nodel nmight work well due to it
nmacroscopi ¢ granularity and the |arge
scal e of the Internet

— may not work if considering only a
subgraph of the network or a
different time scale
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Concl usi on and Future
Wor k

W fornul ated the topol ogy |iveness
pr obl em

We presented a solution to the
| i veness problemand did parti al
val i dati on

The nodel calls for further
i nvestigation:
— Wy the evolution of the Internet can be

approxi mated well by such over-sinplified
nodel ?

— Test w different tinme scal es and
subconponents of the network (e.q.

Questi ons?

Thanks!
rvel oso@s. ucl a. edu
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Cumnulative number of links (CDF)

1] 100 200 300 400 500 GO0 VOO 8OO
X th
E

* More than 12,000 agents tracerouting to different
destination lists

* Curve is irregular due to the variable number of
agents, from a few hundred in early 2005 to about 12,000
in late 2006

HOW T O capture topol ogy
dynam cs with
tracerout e?

» Measurement platforms using traceroute to measure
AS topology dynamics should ideally be:

-Broad: destination addresses should represent
all Ases

-Fresh: destination list needs to be updated
periodically

-Frequently probed: each destination should be
probed at least each 24h
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Model Applications

. More accurate views of the
t opol ogy
— Static view
— Dynanmic view

. Eval uation of theoretical
nmodel s

— E.g. preferential attachment
nodel

. Characterization of topol ogy
evol ution trends

Eval uati on of preferenti al
attachnent nodel

* BA model describes the probability P(d,t) that a new node

attaches at time t to an existing node with degree d as:

g e - * We use our model to fiter

T o Modet metlen —& out the real attachments

B

E 0.6 FWF“'W'“---»”.-.._.____.__..__,.__. T )

e » Compare data median w/

> the model

2 o median

5 o3

g The corrected BA model(GPL)
e S describes well the attachment

probability



Mgt QEperth ol nodes

Ml gromath ol wiiings

Ulladl all ©1 |

Buily

Transh ==

o0 EOC B |51
e 0 Chives £ivcan Barwsare 15 2004

1000

Mol gromdt of inks

CVUI

(per day)
Node birth

Node death
Net growth
Link birth
Link death
Net growth

Transit
2.4
0.8
1.6
-1
29.0
8.7

ut il UIlI

Stub Total

8.3
25
5.8
29.2
16.7
12.5

10.7
3.3
7.4

66.9

45.7

21.2
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